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' ETSI, “INTRODUCTION,” Lawful Interception (LI). https:/www.etsi.org/technologies/lawful-interception.
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refusing-backdoor-access-to-data-faces-huge-fines/.

" Zack Whittaker, “Apple, in refusing backdoor access to data, may face fines.” ZDNET, September 11, 2015, http://www.zdnet.com/article/apple-in-

No.52 JUL 2024 29



LYf. Offsﬁ‘h‘u’iﬁ:;

0] ). atty
€ ). Iengtp,
™ .

Sl U] TX

PRSI RMERI Y - BetRIHEE
ARFHENAFERINRDO - ARSHRET 2
%l - IREms SR A BRI -

FEMIBEEZRREENRER » &R
FEANEBE ZREEBUSHVEERE -

s

i BT /

FEZEA 21 14 - ERBBHB
F o RERREENEREESEMREMERL
EXHH - BB NERITHNEE
BEREZIRREZZ2E@m - 2RAETE
His— k8 (BEEEBMBBIE)
( Communications Assistance for Law En-
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(CALEA)
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ful Access FAQ) 1EH
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DORER  ( TEBNS ) RREEEREEE LSREARL—) BN ASEERE L EREHE LR B 116-117
" CONGRESS.GOV, “H.R.4922 - Communications Assistance for Law Enforcement Act,” https://www.congress.gov/bill/ | 03rd-congress/house-bill/4922.

* Government of Canada, “Summary of Submissions to the Lawful Access Consultation,” 2003, https://www.justice.gc.ca/eng/consl]a-al/sum-res/t‘aq,

html.
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PUBLIC LAW 103-414—OCT. 25 1994 108 STAT. 4279
Public Law 103-414
103d Congress
An Act
'i\:d:l;‘;-n: title 18, Unlhd‘;huc C«i.- o m;.kn clear a uhmnnf:z;mls:‘l'mn: carrier's ﬁ:s";‘;ﬁ;

purposes, and for other purposes.

Be it enacted by the Senate and House of Represeniatives of
the United States of America in Congress assemb

TITLE I—INTERCEPTION OF DIGITAL
AND OTHER COMMUNICATIONS i~

SEC. 101, SHO rf USC 1001
This title may be cited as the “Communications Assistance | "
for Law Enforcement Act”.

SEC. 102. DEFINITIONS, 4T USC 1001,
For purposes of this title—
(1) The terms defined in section 2510 of title 18, United
Stntzs Coda have, respectively, the meanings stated in that

(2} The term “call- :dennfy'lm information” means dialing
or signaling information tha ntifies the origin, direction,
destination, or termination of each communication

or received by a subscriber by means of any equipment, facility,
or service of a telecommunications carrier.

(3) The term “Commission” means the Federal Communica-
tions Commission.

(4) The term “electronic m services” means soft-
ware-based services that anable m of data, images,
sound, wriunﬁmor other lnformatuon among eompuﬁng devices
controlled by senduru or of the

(5) The term “gove
H’nmad States and anv

Communications
i far

means the government of the
or_instrumentalitv thereof. the

Francais

Govemment
I * I of Canada Seafch Canada

Gouvemamant
du Canada

Home * Coosultatonaod Engegement * Lawful Access- Consuliation > Summaryof Submissions to the Lawbul Access Consuliation

Summary of Submissions to the Lawful Access Consultation

Lawful Access FAQ

(Published 2005)

What Is "lawful access"?

Law enforcement and national security agencies conduct investigations with the aid of certain techniques, one of which is
Iawful access.

For the police, this involves the lawful interception of communications and the lawful search and sefzure of information,
Including computer data. Lawful access is a spacialized tool used to investigate serious crimes, such as drug trafficking,
maoney laundering, smuggling, child pernography, and murder. Lawful interception of communications is also an
essential ool for the investigation of threats to national security, such as terrorism.

Lawful secess can only be used with legal authority, |.e. a warrant or an authorization to intercept private
communications, issued by a judge under specific For example, auth to intercept private
communications can only be used to target particular communications and can only be carried out for a specific period of
time. In order to obtain a warrant to search for and seize data, there must be reasonable grounds to believe that an
offence has been committed. For the Canadian Security Intelligence Service (CSIS), both the Solicitor General and a
Federal Court judge must approve each warrant application,

Communications and information may be lawfully intercepted from:

i gies, such as telep
wiraless technologles, such as cellular phones, satellite communications, and pagers; and
Internet technology, such as e-mail and the Web.

Does lawful access legislation already exist?

Lawful access is provided for in legislation such as the Criminal Code, the Canadion Security Inteiliqence Service (CSIS) Act,
the Competition Act and other acts. This legislation is subject to privacy laws and the Canadion Charter of Rights and
Freedoms.

EE P2 1994 Falidie CRABEE) - BEMIT
EEREEE T EEEENSIEME o (Source: Congress.
gov, https://www.congress.gov/103/statute/STATUTE-108/
STATUTE-108-Pg4279.pdf )

= ~2000 FREIHAEE (FREHEEE)
( Regulation of Investigatory Powers
Act 2000, RIPA )

EEEREBNHIBETETEE
MEBERWEN G ERE  BIEBERE
wWE T8 - ERAMEERRRNERER
EXEEE - "EWHITES A EL
MWEZERE 2016 FEREAT EAZMEA

(AZH#EEZE) (Investigatory Powers
Act) ' BEREBERLZ S - FERILTHRES
MAREBEARGZDMERNFER » BAEY
BABILENEERRE o FAEMEK
ISP REREBRH P EERH (ICR) RE—
o fEEAMBESEERFFRLIERR - 1
ﬁ%tFE—ZFEﬂ%#FFﬁﬁK%I%ﬁNﬁ ' FELL
AR EFIT AR -

EXMEREFEEHABENAIRT  MEKXKEE
BLIERSK  BERNIRBESEEIEEER -

( Source: Department of Justice Canada, https:/fwww.justice.
ge.caleng/consfla-al/sum-res/faq.html )

Regulation of Investigatory Powers Act 2000
2000 CHAPTER 23

An Act to make provision for and aboul the intsrception of communications, the acquisiton and disclosure of data relating fo
communications, the carrying out of survelllanca, the use of covert human inteligence sources and the acguisition of the means by
which elecironic data protecied by encryption or passwords may be decrypted or accessed: lo provide for Commissioners and 3
tribunal with functions and jurisdiction in relation o those malters, o eniries on and interferences with property or with wireless

telegraphy and 1o the carrying out of their functions by the Security Service, the Secrst Service and the
C and for purposes.
(28th July 2000}
Investigatory Powers Act 2016
2016 CHAPTER 25
An Act fo make provision about the ion of and the and retention of

communications data, bulk personal datasets and other information; 1o make provision about the treatment of material held as 3
result of such or ition or retention; fo astablish the Investigatory Powers Commissioner
and other Judicial Commissioners and make provision sbout them and other oversight arrangements: 1o make further provision
sbout investigatory powers and national security; to amend sections 3 and 5 of the intefigence Services Act 1884: and for connected
purposes

(28th November 2018}

SRR (AERDER) - (FATEERE)
=] E‘f%%%%f% CTERIEEESNREARRST
DEBRNREL  EREEABRLENEENRE -
( Source: UK Legislation, https://www.legislation.gov.uk/ukpga/
2000/23/introduction/2022-03-25; https:/fwww.legislation.gov.
ukfukpga/2016/25/introduction/enacted )

" Legislation.gov.uk. “Regulation of Investigatory Powers Act 2000,” hitps:/www.legislation,gov.uk/ukpga/2000/23/contents.

" Legislation.gov.uk, “Investigatory Powers Act 2016, https://www.legislation. gov.uk/ukpga/2016/25/contents/enacted.
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" Overheid.nl, “Telecommunicatiewet,” https://wetten.overheid.nl/BWBR0O009950/2024-01-01.
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